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2. ABSTRACT 

Sixth-generation (6G) network slices are programmable, distributed, and exposed to 

adversaries that can change their behaviour faster than static intrusion detectors can be 

retrained. This paper proposes a risk-constrained Generative-AI red–blue co-evolution 

framework for self-healing 6G slices. The framework combines slice telemetry and a digital 

twin with a concept-drift monitor, generative red and blue agents, a risk governor, and a slice 

orchestrator. Red agents generate bounded adversarial hypotheses, while blue agents produce 

explainable detection and remediation plans. A remediation is executable only when it 

satisfies hard service, safety, and policy constraints and remains below a dynamic risk 

threshold; otherwise, the system selects a verified fallback or escalates to a human operator. 

The method is specified as a design-science architecture and an evaluation protocol covering 

attack detection, drift adaptation, recovery, service availability, latency, unsafe-action rate, 

and explanation quality. Analytical results show that the proposed governor guarantees 

admissibility of automated actions by construction, while the co-evolution loop addresses the 

separate weaknesses of static intrusion detection, isolated self-healing, and unconstrained 

language-model automation. The principal contribution is an integrated control-plane design 

that links adversarial learning to operationally safe slice healing. The framework provides a 

reproducible basis for future implementation and testbed validation. 
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4. INTRODUCTION 

Background and motivation 

Sixth-generation networks are expected to combine extreme service heterogeneity, 

softwarised functions, distributed edge computing, and highly programmable network slices. 

These properties improve flexibility but also enlarge the attack surface. A compromise may 

propagate across virtual network functions, orchestration interfaces, tenants, and edge nodes 

before a conventional security team can investigate it. Self-healing is therefore increasingly 

treated as a control problem: the network must observe its state, infer a fault or attack, select 

a corrective action, and verify the post-action state. Digital-twin and graph-neural-network 

designs demonstrate how service state can be modelled and how anomalous components can 

be migrated or redeployed in 6G edge environments [1]. Slice isolation and policy 

enforcement further show that the slice itself can be used as a security mechanism [2]. 

The central problem is that a self-healing controller can become unsafe when its threat model 

and data distribution change simultaneously. Static intrusion-detection models lose 

effectiveness under concept drift, because the relationship between telemetry and the attack 

label changes over time [4], [12]. Conversely, an unconstrained generative model may 

produce a technically plausible but operationally harmful remediation, such as a broad slice 

shutdown, excessive traffic rerouting, or an irreversible policy change. Existing network self-

protection and orchestration approaches provide deployable enforcement paths [2], [5], but 

they do not establish a unified mechanism in which the attacker and defender evolve together 

while every automated action is checked against explicit risk and service constraints. 

Recent literature has developed important components of the problem. Autonomous cyber-

defence agents combine multi-agent reinforcement learning, large language models, and rules 

for red and blue teams [3]. Explainable drift detection supports diagnosis of changing 

temporal relationships in 5G data [9], while adaptive intrusion detection provides a basis for 

continual learning [4], [12]. Digital-twin self-healing [1], integrated 6G healing [6], and 

federated virtual-network-function management [13] support state estimation, recovery, and 

distributed operation. Generative deception networks [10] and explainable LLM red-versus-

blue simulation [14] move toward adversarial co-evolution. However, these strands remain 

fragmented. In particular, the literature does not sufficiently integrate: (i) an explicit concept-
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drift trigger; (ii) generative red–blue co-evolution; (iii) a formal action-risk governor; and (iv) 

a slice-aware execution and verification loop. This paper addresses that integration gap. 

 

The aim of this work is to develop a risk-constrained Generative-AI red–blue co-evolution 

framework that continuously adapts to adversarial concept drift and supports safe self-healing 

of 6G network slices. The objectives are to: (1) define a closed-loop architecture linking 

telemetry, drift monitoring, adversarial generation, defensive planning, risk verification, and 

orchestration; (2) formalise admissible remediation as a constrained decision set; (3) specify a 

reproducible evaluation protocol and comparative baselines; and (4) identify safety, 

explainability, and operational limitations that must be addressed before deployment. 

The design is of a great importance for both cybersecurity and network operations. It treats 

generative AI as a policy-proposal component rather than an unrestricted actuator. It makes 

service availability, latency, isolation, uncertainty, and reversibility first-class control 

variables. It also links the red team to the same evolving slice state used by the blue team, 

thereby reducing the risk that a defence is evaluated only against obsolete attack patterns. The 

resulting architecture is intended for simulation, cyber-range, or digital-twin validation, and 

can be extended with federated learning when slice telemetry cannot be centralised [8], [13]. 

The literature can be organised into four complementary streams. First, self-healing research 

uses digital twins, graph models, predictive analytics, and resource orchestration to detect 

abnormal conditions and restore service [1], [6], [7]. Second, slice-security research embeds 

isolation, monitoring, and automated response in the network-slicing substrate [2], [5]. Third, 

adaptive detection research addresses data-stream evolution through drift detectors, adaptive 

classifiers, explainability, and evaluation taxonomies [4], [9], [12]. Fourth, autonomous 

cyber-defence research introduces red and blue agents, language models, deception, and co-

evolution [3], [10], [11], [14]. The proposed framework is positioned at the intersection of 

these streams: its distinctive element is not a new generative model alone, but a constrained 

control policy that makes generative co-evolution operationally governable. 

 

5. MATERIALS AND METHODS 

Research design 

This study adopts a design-science research approach. The artefact is a control-plane 

framework specified by its components, interfaces, state variables, decision rules, and 

evaluation measures. The design is implementation-neutral: it can be realised with a digital-

twin simulator, a cyber range, or a containerised 6G testbed. The method does not claim 
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measured performance because the supplied materials contain literature records but no 

experiment logs or benchmark traces. Instead, it derives verifiable safety properties and a test 

protocol that future empirical work can execute. 

 

Framework architecture 

Figure 1 shows the proposed closed loop. The telemetry and digital-twin layer aggregates 

flow statistics, service-level indicators, virtual-network-function health, topology, policy 

state, and recent remediation outcomes. The concept-drift monitor detects changes in feature 

distributions, conditional relationships, or model residuals. Its output is a drift signal and a 

diagnosis, rather than an immediate reconfiguration. The red agent generates bounded attack 

hypotheses, including attack path, target slice, expected impact, and confidence. The blue 

agent consumes the same state and generates a detection and healing plan with a rationale, 

prerequisites, rollback action, and expected service effect. The risk governor verifies the plan 

before the orchestrator can apply it. 

 

 

Fig. 1. Risk-constrained red–blue co-evolution control loop for self-healing 6G network 

slices. 

 

State, action, and risk formulation 

At time t, the controller state is represented as sₜ = [xₜ, gₜ, zₜ, cₜ, hₜ], where xₜ is slice telemetry, 

gₜ is the service and topology graph, zₜ is the drift and threat context, cₜ is model confidence, 

and hₜ is the history of actions and outcomes. The red agent proposes an attack hypothesis aᴿₜ 

and the blue agent proposes a remediation plan aᴮₜ. A plan is evaluated using a composite risk 

function: 

R(aᴮₜ | sₜ) = w₁I_avail + w₂I_SLA + w₃I_isolation + w₄I_privacy + w₅U_model + 

w₆I_irreversibility, 
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where each I term represents estimated impact on availability, service-level agreement 

compliance, tenant isolation, or privacy, U_model is decision uncertainty, and 

I_irreversibility represents the difficulty of rollback. The weights are policy parameters 

selected by the network operator. The admissible action set is: 

Aₜ = {a : R(a | sₜ) ≤ τₜ,  g(a) = 1,  q(a) = 1,  b(a) = 1}, 

where τₜ is a dynamic risk budget, g(a) verifies hard service constraints, q(a) verifies policy 

and isolation constraints, and b(a) verifies resource and operational bounds. If no generated 

plan belongs to Aₜ, the governor selects a pre-validated fallback or escalates to a human 

operator. This rule prevents model fluency from being treated as authorisation. 

 

Co-evolution and drift adaptation procedure 

The procedure runs in six stages. First, the monitor updates the digital twin from slice 

telemetry and computes drift indicators. Second, a red agent generates a bounded scenario 

against the current topology and policy state. Third, a blue agent diagnoses the scenario and 

proposes one or more explainable responses. Fourth, the risk governor simulates or estimates 

the consequence of each response and rejects plans that violate hard constraints. Fifth, the 

orchestrator applies the selected action with a rollback checkpoint and verifies the post-action 

state. Sixth, the outcome, explanation, and residual error are fed back to both agents. Model 

updates are gated by data-quality, poisoning, and confidence checks; a detected drift event 

therefore triggers controlled adaptation rather than blind retraining. 

 

Evaluation protocol 

A future implementation should evaluate the framework in a digital twin or cyber range 

containing multiple tenants, service classes, edge nodes, and virtual network functions. The 

scenario set should include distributed denial of service, slice-isolation violation, credential-

based lateral movement, telemetry poisoning, and resource-exhaustion attacks. Each scenario 

should be replayed under stationary data, gradual drift, abrupt drift, and adversarial drift. The 

comparison should include: (B1) a static IDS with rule-based response; (B2) a drift-aware 

IDS without generative planning; (B3) a self-healing controller without red–blue co-

evolution; and (B4) an unconstrained generative red–blue controller. The proposed method is 

(B5), the risk-constrained co-evolution controller. 
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Table 1. Evaluation dimensions and measures for empirical validation. 

Evaluation 

dimension 
Operational measures Desired direction 

Detection and 

adaptation 

F1-score; precision; recall; 

drift-detection delay; false-

alarm rate 

Higher F1/recall; lower delay and false 

alarms 

Healing 

effectiveness 

Mean time to recovery; service 

availability; packet loss; SLA 

violations 

Lower recovery time/loss/violations; 

higher availability 

Safety and 

governance 

Unsafe-action rate; risk-budget 

violations; rollback success; 

human-escalation rate 

Zero hard-constraint violations; 

successful rollback 

Operational cost Control-plane latency; 

CPU/memory overhead; 

number of actions 

Lower overhead subject to safe recovery 

Trustworthiness Explanation completeness; 

calibration; operator 

acceptance 

Higher 

completeness/calibration/acceptance 

 

6. RESULTS AND DISCUSSION 

Analytical results 

The first result is a safety property of the decision rule. If every automated action is executed 

only when it belongs to Aₜ, then R(aᴮₜ | sₜ) ≤ τₜ and the hard constraints represented by g(a), 

q(a), and b(a) hold for every accepted action. This is a design-time guarantee of admissibility, 

not a claim that the risk model itself is perfect. It means that the language model cannot 

bypass the policy boundary merely by producing a persuasive explanation. 

The second result is a control separation between proposal and execution. Red and blue 

agents can explore alternative hypotheses and responses, but the orchestrator receives only a 

verified action, a rollback plan, and an explanation. This separation addresses the principal 

weakness of unrestricted generative remediation. It also permits different model families to 

be replaced without changing the safety interface. 

The third result is a mechanism for handling adversarial concept drift. The drift monitor 

changes the context and learning state used by the agents, while the risk governor remains 

active during adaptation. Thus, a model update cannot silently relax availability, isolation, or 

reversibility constraints. The arrangement complements drift-resilient intrusion-detection 

methods [4], [9], [12] and extends them from detection to constrained action selection. 
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Comparison with related approaches 

Table 2. Positioning of the proposed framework against selected literature. 

Approach family Strength 
Unresolved 

limitation 

Contribution of this 

framework 

Digital-twin / GNN 

healing [1], [6] 

Strong state modelling 

and service recovery 

No integrated 

adversarial co-

evolution or explicit 

risk budget 

Adds red–blue 

generation and 

governed action 

selection 

Slice security and 

SOAR [2], [5] 

Deployable isolation, 

orchestration, and 

enforcement 

Limited adaptation to 

generative adversaries 

Maps generated plans 

to verified slice actions 

Adaptive or 

federated learning 

[4], [8], [12], [13] 

Handles evolving data 

and distributed 

telemetry 

Does not by itself 

guarantee safe 

remediation 

Keeps drift adaptation 

behind policy and 

rollback gates 

Autonomous red–

blue AI [3], [10], 

[11], [14] 

Models attacker–

defender interaction 

and explanations 

Risk and 6G service 

constraints may 

remain implicit 

Makes risk, SLA, 

isolation, and 

uncertainty explicit 

 

Implications and limitations 

The design suggests that safe autonomy should be evaluated on two axes: whether the system 

recognises and contains an evolving threat, and whether it avoids causing unacceptable 

service or policy harm while doing so. A controller that improves recall by frequently 

shutting down slices may score well on detection but fail operationally. Conversely, a 

controller that preserves availability by ignoring low-confidence attacks fails security. The 

joint metric set in Table 1 therefore reflects the multi-objective nature of 6G slice protection. 

Several limitations remain. First, the risk function depends on accurate impact estimates and 

operator-selected weights. Second, digital-twin mismatch can cause the governor to 

underestimate a real-world consequence. Third, generative agents may amplify poisoned or 

strategically crafted telemetry. Fourth, explanations may be plausible without being causally 

faithful. Fifth, a human escalation path can become a bottleneck during high-volume attacks. 

These limitations motivate calibrated uncertainty, signed telemetry, adversarial testing, causal 

explanation checks, and workload-aware escalation policies. They also mean that the 

framework should be validated in progressively more realistic environments before any 

production deployment. 

 

7. CONCLUSION 

This paper presented a risk-constrained Generative-AI red–blue co-evolution framework for 

self-healing 6G network slices under adversarial concept drift. The framework integrates 
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digital-twin telemetry, drift monitoring, generative attack and defence agents, a formal risk 

governor, and slice orchestration with rollback and escalation. Its key design principle is that 

generative AI proposes actions but does not authorise them. Automated remediation is 

executable only when it satisfies explicit risk, service, isolation, resource, and reversibility 

constraints. The analytical results establish admissibility by construction and show how the 

design complements prior work on self-healing, slice security, drift-resilient detection, and 

autonomous cyber defence. The next step is empirical implementation using the evaluation 

protocol defined in this paper, with particular attention to unsafe-action rate, service 

availability, recovery time, drift robustness, calibration, and explanation fidelity. 
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